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Abstract
In this paper we introduce a protocol for end-to-end handoﬀ management in heterogeneous wireless IP-based networks.
The protocol is based on the stream control transmission protocol (SCTP), and employs a soft-handoﬀ mechanism that
uses end-to-end semantics for signaling handoﬀs and for transmitting control messages. The objective of this protocol
is ﬁrst to reduce the home registration delay, and second, to eliminate the tunneling cost that exist in the current IP-based
handoﬀ management protocols. While the multihoming feature of SCTP has been suggested as way to realize soft-handoﬀs, our study is the ﬁrst one the presents the relative merits of this handoﬀ approach through an analytical methodology.
After our theoretical analysis, we evaluate the performance the soft-handoﬀ mobile-SCTP protocol, when media ﬂows with
stringent QoS requirements are employed. Our objective is to evaluate whether the soft-handoﬀ mechanism employed by
the protocol, can eﬃciently support media ﬂows in terms of jitter and throughput. We present simulation results that show
performance improvements for several vertical handoﬀ scenarios in current and emerging mobile networks.
Ó 2005 Published by Elsevier B.V.
Keywords: Wireless LAN; SCTP; Mobile IP; Handoﬀ management; Real-time ﬂows

1. Introduction
A high quality of service (QoS) is possible for
mobile communications over wireless networks, if
it were possible to provide higher bandwidth and
tighter control over path delay, jitter, and packet
loss. Mobile IP, and its various derivatives [1,2],
*
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were designed in order to provide a scalable solution
that facilitates handoﬀ between IP-based subnets
using encapsulation and tunneling. Its basic functionality is based on three features: Advertising a
‘‘care-of address’’, registering the current location
of the mobile host, and tunneling. Agent advertisements, sent by specialized routers called foreign
agents (FAs), are used to discover available links
within a subnet. However, these mechanisms incur
signiﬁcant overheads like increased handoﬀ delay,
triangular routing, and IP encapsulation. All these
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issues constitute important performance bottlenecks
that must be resolved prior to the widespread
acceptability of Mobile IP. Even though a number
of optimizations have been reported [2,3], the fundamental overhead in tunneling is unavoidable,
while new problems appear mainly related to security [4].
While Mobile IP targets mobility at a macrolevel, a number of supplementary mobility management schemes have been developed in order to
optimize for the case of frequent handoﬀs due to
increased localized mobility of a host (micro-mobility). Hierarchical Mobile IP [2], Hawaii [5], Cellular
IP [6], are some of the approaches that fall into this
category. Hierarchical Mobile IP (HMIP) [2] is an
extension to the base Mobile IP that allows the creation of a localized and scalable architecture. HMIP
solves the problem of excessive signalling delay
when the current visited network is far away from
the home network. HMIP deﬁnes a way of localizing registrations to the visited network so that they
do not have to traverse through the home network.
This local architecture is realized through an entity
called the gateway foreign agent (GFA). The mobile
host uses regional registrations to the GFA in order
to reduce the number of signaling messages to the
home network. Moreover, for frequent intradomain moves, the signaling delay is reduced since
the related signaling messages have only localized
signiﬁcance. However, while reducing some signalling costs, these localized Mobile IP-based
approaches share a common overhead—tunneling
costs. Moreover, the implied dependence on specialized routing agents (FA/GFA) creates points of
failure in the network. Mobile IP with route optimization [3], is used in order to route all the packets
destined to a mobile host (MH) directly to its current location and not through its home agent
(HA). The authors propose protocol extensions to
Mobile IP, so that the correspondent host (CH)
can cache the current binding of the MH, and then
tunnels the packets for the MH directly to its care-of
address, bypassing thus the MH’s HA. The authors
also propose a mechanism that allow packets in
ﬂight to a MH that moves, and packets sent based
on an out-of-date cached binding, to be able to forwarded directly to the MH’s new address binding.
Another approach that shares some features with
the proposed one in this paper, is homeless mobile
IPv6 [7]. Homeless MIPv6 is basically intended for
mobile hosts that do not need to or want to use
any explicit home agent. The authors propose a
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number of modiﬁcations to mobile IPv6 so that it
does not require, nor assume, any explicit home
addresses or agents. One major drawback is that is
based on IPv6, making it thus impractical for the
current Internet. Moreover, it operates at the network layer and so TCP cannot handle the IP
address changes. Finally, this protocol also requires
the support of IPSec which incurs signiﬁcant overhead and adds to the registration delay.
The ﬁrst approach to handle mobility at the
transport layer was TCP-Migrate [8], which is based
in extensions of TCP. Location management is
implemented with DNS [9] updates sent to the home
network notifying it about the new IP address of the
mobile host. In the meantime the TCP connection is
suspended until the DNS update has taken place. If
the delay is large (which is highly probable since the
updates are sent to the home network), TCP might
suﬀer from timeouts and so performance will be
degraded. Another major handicap is the need for
IPSec (which is penalized by a high overhead) every
time the IP address is changing. Finally, additional
performance degradation is attributed to the
increased number of packets being lost during handoﬀs, because of TCP’s inability to accept new socket
parameters while in an existing session. Some recent
works use the stream control transmission protocol
(SCTP) [10] for mobility management [11–13].
These approaches simply state the observation that
SCTP can handle changes in IP address, and exploit
that for demonstrating a simple handoﬀ. However,
neither a detailed analysis of the beneﬁts of such a
solution nor a comparative study with current
mobility management solutions are presented.
We argue that handoﬀ management would be
best handled by a protocol that operates over IP
while still being able to inter-operate with network
layer mechanisms (i.e. mobile IP). The protocol
works at the transport layer and is implemented as
extensions to the IETF’s standard, the stream control transmission protocol (SCTP). The proposed
handoﬀ management protocol is general enough in
that since it operates over generalized IP-based connectionless networks (Internet). This feature, will be
even more important in the near future, since new
incompatible wireless access technologies are emerging, while old ones are changing and evolved.
2. The handoﬀ protocol
Primary design goal of the mobile-SCTP protocol is to operate under various wireless access
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technologies, to provide various levels of mobility
services, and to support diﬀerent types of QoS architectures. Additional requirements include limited
modiﬁcations to the core infrastructure to a very
minimum, and compatibility with Mobile IP and
its various standardized derivatives (i.e. HMIP,
MIP-RO). The choice a transport layer protocol
appears as solution capable of meeting these
challenging requirements.
The distinguishing feature of the protocol is that
it completely works around TCP’s inherent inability
to handle socket parameter changes for ongoing sessions. This is achieved by allowing a transport layer
session to maintain more than one active addresses
for both the source and the destination. These
addresses may be added or deleted dynamically
for ongoing sessions. In this way a transport layer
session is not deﬁned by a speciﬁc IP address and
port number pair of the source and the destination.
This feature of the protocol removes two signiﬁcant
drawbacks of baseline Mobile IP: ﬁrst, the overhead
of IP encapsulation and tunneling and second, the
dynamic addition/deletion of addresses eliminates
the need for triangular routing, since a host experiencing handoﬀ need only to notify initially only the
CH. While the protocol is new, we will use terminology borrowed from Mobile IP for convenience. This
facilitates comparison with speciﬁc functionality of
MIP, HMIP, and MIP-RO in a straightforward
manner. In this section we deﬁne in detail the operations performed by mobile-SCTP in order to handle handoﬀs in an end-to-end decentralized fashion.
The description of speciﬁc operations of the protocol follow.
2.1. The stream control transmission protocol
The recently adopted IETF stream control transmission protocol (SCTP) is a reliable transport protocol that was initially designed for signaling
transport. To its advantage, it proved to be a powerful, feature-rich transport layer protocol, that can
operate on top of connectionless IP-based packet
networks such as the Internet. One of the most
important new ideas that SCTP is using is that of
explicit support for multi-homed hosts. A single
SCTP association (session) is able to use alternatively anyone of the available IP addresses without
disrupting an ongoing session. However, this feature is currently used by SCTP only as a backup
mechanism that provides fault tolerance in case of
link failures. The state of each IP address (path) is

maintained by sending heartbeat messages and
allowing thus the detect a speciﬁc path failure and
switch to another IP address. Another novel feature
is that the protocol decouples reliable delivery from
message ordering by introducing the idea of
streams. A stream is an abstraction that allows
applications to preserve in order delivery within a
stream but unordered delivery across streams. This
feature avoids head-of-line blocking at the receiver
in case multiple independent data streams exist in
the same SCTP session. Despite all these diﬀerences,
congestion control was deﬁned similar to TCP,
primarily for achieving TCP friendliness [10].
In the next subsections, we describe in detail how
handoﬀs can be handled by the mobile-SCTP
protocol.
2.2. Joining the foreign domain
When a mobile host enters a new foreign network
or subnet, it must obtain a valid IP address from the
visited network (e.g. via DHCP [14]) which is called
care-of address (CoA). Normally the responsibility
of a DHCP server is to provide an IP address to
the MH. If the DHCP server provides a universally
routable IP address, then the only responsibility of
the foreign network is to keep track of the usage
of this address. The only overhead with our protocol, is related to the processing at the DHCP server
since it maintains a list of the allocated addresses.
However, things are diﬀerent if the MH obtains a
private address, and communicates behind a NAT
server [15]. In that case the NAT server eﬀectively
hides host movements inside the visited network.
Even if the MH changes IP address while moving
from one subnet to another, the HA and CH will
still be unaware of that.
2.3. Handoﬀ algorithm
In this subsection we describe what steps are followed when there is a need to handoﬀ. The handoﬀ
process is presented with the algorithm in Fig. 1. In
this algorithm, we assumed that the MH obtains an
IP address through the DHCP protocol [14]. However, the same procedure could be followed with
IPv6 by using the auto-conﬁguration feature that
IPv6 supports [16].
As we said earlier, even with the mobile-SCTP
protocol, there is a need for a HA entity in order
to provide the location service. However, with the
proposed protocol, the CH is notiﬁed directly by
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Fig. 1. The handoﬀ algorithm based on DHCP address conﬁguration messages.

the MH when handoﬀ is about to take place
through a direct binding update from the MH to
the CH. Actually, the binding update procedure is
separated in two parts—a binding update that corresponds to the updates sent to the CH during
handoﬀs, and a periodic binding (that also MIP
requires) sent directly to the HA. The second part
corresponds to a periodic update that has limited
relationship, if any, to do with updates due to host
movement. This means that there will be cases
where a MH has moved to a new location, and
has a new IP address, but binding update need not
take place, even though mobile IP would require
it. We allow a level of ‘‘staleness’’ in the current
location of the mobile host so that signaling traﬃc
is reduced. We will later see how we specify this
periodic update and analyze the relative tradeoﬀs.
However, when a lag can be accepted in the notiﬁcation of the HA, we must make sure that binding
updates sent to the CH are delivered as soon as possible. These updates may happen while there is an
ongoing data transmission, and more speciﬁcally
in our case can be done proactively (see Section 2.1).
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points [17]. This SCTP extension was used so that
the MH can request from its peer to reset its primary destination address to a new value. The new
address in this case will be the IP address that is
received when the MH registers with the new visiting network. By doing this, the protocol is able to
always maintain an active source or destination
address which is topologically correct.
Fig. 2 presents in detail the sequence of messages
exchanged during a binding update process. The
MH initially goes through a handshaking procedure
with the CH that involves four SCTP session setup
messages [10]. After that, a connection is established, the data ﬂow is initiated. At some point in
the future, the MH may decide to move and at this
moment mobile-SCTP gets into action. Upon entering the area of a new access point the MH will start
receiving advertisements. The MH immediately
sends a registration request and obtains a registration reply. Subsequently, the MH sends a packet
with an ASCONF chunk (address conﬁguration
[17]) to the CH requesting from it to add the new
address to the current association. Upon reception
of an ASCONF-ACK packet, the MH starts using
the new IP address as its source for all its packets.
Clearly, the latency of the registration procedure
and the handshake with the CH, represent the total
handoﬀ delay. However, a MH must be able to
move very fast or the packet arrival rate must be
really high so that increased number of packet losses
take place. We will analyze this problem in detail in
an upcoming subsection, where we will analytically
derive the handoﬀ induced packet loss rate.

2.4. Binding updates through dynamic address
reconﬁguration
Recently, IETF has proposed a simple extension
to the base SCTP protocol that allows dynamic
reconﬁguration (addition/deletion) of IP addresses
of an existing association between two SCTP end-

Fig. 2. Message ﬂow of the end-to-end handoﬀ management
protocol.
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In the communication scenario that we described
till now in this paper, we are concerned with ﬂows
that are initiated from the MH. However, there
are also cases when CH requires connection with
the MH. Clearly, the only practical way that this
can happen is with the help of the home network,
which should be able to provide the current location
of the MH. After the CH receives the current location of the MH it can initiate direct communication.
This is implemented through a DNS function at the
HA which provides the current IP for the CH.
Another option would be the exchange of typical
mobile IP messages between CH and HA in order
to obtain initially the current address binding of
the MH [1]. Homeless MIPv6 is a proposal that
overcomes the need of a HA, but it is tightly couple
with IPv6 routing. Since we are considering IPv4
systems in this paper, this solution cannot be
applied. Note that inter-operation with Mobile IP
can be smooth since we do not intervene with the
inner working of the protocol.
3. Analytical protocol modeling
In this section we deﬁne an analytical model that
describes the costs related to all operational phases
(registration, tunneling, packet delivery etc.) of the
mobile-SCTP and the MIP/HMIP protocols. We
adopt notation from [18,19] so that comparison
with mobile IP becomes easier. At the same time
we develop analytical model for two promising
mobile IP optimization mechanisms: Hierarchical
MIP and MIP with route optimization. We believe
that comparison of mobile-SCTP with these two
solutions represents a fair comparison with state
of the art mobility mechanisms. These protocols
are currently considered the most prominent solutions for practical deployment of IP-based mobility
services.
3.1. Model parameters and assumptions
All the parameters that are needed by the model
can be seen in Table 1. As we go into more details of
the protocol model into the next subsections, the
meaning of each one of these parameters will
become more clear. In these parameters, we can
see that the model ignores the eﬀect of queueing
delays in the core network. Therefore the model will
provide good estimates for the several costs related
with the operational faces of the handoﬀ protocol,
when the core network is lightly loaded. This

Table 1
Parameters of the handoﬀ protocol model
Parameter

Value

Packet service time at the FA (sf)
Packet service time at the GFA (sg)
Packet service time at the HA (sh)
Distance cost (dD)
Weight factor (w1)
Weight factor (w2)
MH per subnet (n)
Wireless cost multiplier (q)
Poisson packet arrival rate (ka)
Mobility ratio (MR) 1/Tf

10
15
25
0.05
0.3
0.7
15
10
Variable
Variable

assumption is valid in today’s Internet, since the
bottlenecks appear usually at the access networks,
while the core networks are usually underutilized
[20].
We evaluated the performance of the proposed
protocol, based on the assumption that the mobile
host will move randomly between the subnets [21].
Given that a network consists of N subnets, and
that each subnet consists of r regional networks in
case of HMIP, the expectation of a host going out
of a regional network at movement M, requiring
thus notiﬁcation of the home network, is given by
E½Mhmip ¼

2N  r  1
MR.
N k

ð1Þ

In case r = 1 then each subnet consists of one regional network. As the number r is increased, the probability to move out of a regional network will be
increased, increasing thus E[M]hmip. In the case of
mobile-SCTP, there are no regional networks. This
means that every time the MH moves out of a subnet it must inform the home network. Therefore
E½Mmsctp ¼ 2MR.

ð2Þ

3.2. Packet delivery
Packet delivery cost is crucial overhead in mobile
IP’s performance, as packet tunneling is necessary
even when the MH moves infrequently [21]. As
mentioned earlier, the use of various optimizations
like HMIP [2] are not suﬃcient to eliminate this
problem. By moving mobility management ‘‘one
layer up’’, the need for tunneling is vanished since
the protocol can now accommodate IP address
changes.
We now calculate the overhead from packet
delivery for MIP, HMIP, MIP-RO, and our endto-end protocol. As in [18,19] we also deﬁne the fol-
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lowing variables: sh and sg are the packet processing
cost at the HA and GFA respectively. Lch, Lhg, and
Lgf are the transmission cost of delivering a packet
between the CH to HA, HA to GFA, and GFA
to FA respectively. Mobile IP with regional registration has a packet delivery overhead [19]
C hmip
PD ¼ sh þ sg þ Lhg þ Lgf þ Lch .

ð3Þ

Transmission related costs are calculated as follows:
Lgf = lgfdD, where dD is a proportionality constant
and lgf is the GFA/FA distance. In the case of mobile-SCTP sh = 0 since packets do not go through
the HA and so the packet delivery cost with it is
simply
C msctp
¼ sg þ Lcg þ Lgf ;
PD

ð4Þ

where Lcg is the transmission delay mobile-SCTP,
since no tunneling is involved or any other form of
intermediate processing of data packets. If ka is the
data packet arrival rate at the HA, then the packet
processing delay is analogous to ka with sh = ka. In
addition, the lookup overhead of the IP routing table has to be calculated which is analogous to its
length e, the number of MHs in the subnet n, and
course the packet arrival rate ka. Therefore this cost
is kkalog(k). We also assume that the distance between CH–HA and HA–GFA is the same, making
thus Lhg = Lch. Eq. (3), will therefore become
C hmip
PD ¼ ka þ kka ðw1 nk þ w2 logðkÞÞ þ ðlgf þ lhg ÞdD .
ð5Þ
MIP-RO does not suﬀer from triangular routing but
it still has to suﬀer the tunneling overhead (ch = 0).
So
C mipro
¼ sg þ Lcg þ Lgf .
PD
smipro
g

ð6Þ
shmip
g

Also
is the same with
because in addition
to the routing overhead at the GFA, there is also the
tunneling cost present. Only ch is avoided. Thus,
C mipro
¼ kka ðw1 nk þ w2 logðkÞÞ þ ðlgf þ lhg ÞdD .
PD

ð7Þ

In addition, in MIP-RO the packets have to be
routed to the mobile host, and so the logarithmic
kkaw2log(k) IP routing overhead does exist and that
is why sg 5 0.
Finally, smsctp
6¼ smip
g
g ; since the GFA in our case
does not perform packet decapsulation leading the
tunneling cost to zero. But kkaw1nk is zero since
there is no decapsulation. So the total packet delivery cost for our protocol becomes
¼ kka w2 logðkÞ þ ðLgf þ lch;g ÞdD .
C msctp
PD

ð8Þ
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3.3. Binding updates
As mentioned earlier, binding or location
updates are a requirement in Mobile IP even when
the mobile host does not change its care-of address
[1]. However, when there is a movement, then either
the HA must be informed, or in the case of HMIP,
the GFA. We ﬁrst provide the cost of a binding
update for these two cases. As in [18,19] we also
deﬁne the following variables related to binding
costs: Chg, Cgf, Cfm, are the transmission costs of
binding updates between the HA–GFA, GFA–FA,
and FA–MH, respectively. Finally q is the wireless
medium cost and d is a distance cost unit. So the
HA registration cost for HMIP is given by
C uh ¼ 2sf þ 2sg þ sh þ 2C hg þ 2C gf þ 2C fm .

ð9Þ

Under the HMIP case, the regional registration cost
is
C hmip
¼ 2sf þ sg þ 2ðlgf þ qÞd
ur

ð10Þ

and so the total location update cost per unit time is
[19]
E½Mhmip C ur þ C uh
.
ð11Þ
E½Mhmip  T f
For the MIP-RO case Cur is the same since we
assume that MIP-RO operates on top of HMIP.
So Cur is again
C hmip
BU ¼

¼ 2sf þ sg þ 2ðlgf þ qÞd;
C mipro
ur
E½Mmipro C ur þ C uh
¼
.
C mipro
BU
E½Mmipro  T f

ð12Þ
ð13Þ

In mobile-SCTP, the regional registration cost
(Cur) is non-existent since the protocol does not send
any kind of updates to any local FA or GFA. But it
sends directly updates to the CH which can be quite
far away and so it has to suﬀer the cost Cu,ch which
is higher than Cur. That is why we introduce the
aforementioned Uf variable which captures the
update frequency to the HA so that we balance
out the increased signaling cost due to the direct
notiﬁcation of the CH. The rationale behind Uf
being less than 1 is that since we notify directly
the CH, the HA does not have to be notiﬁed right
away for the current connection as we stated earlier
(thus the term ‘‘lazy’’ update). Future connections
will need the new location of the MH and that is
why the higher lag is acceptable. So, when Uf = 1
the usual binding frequency is established. The general equation for binding updates (per unit time) in
our protocol is
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E½Mmsctp C u;ch þ C uh U f
;
E½Mmsctp  T f

with the transmission cost of binding update
between the FA and MH being

lated packet loss due to binding update. So the
probability of handoﬀ induced packet losses is the
probability of the one way latency L (between CH
and MH), being smaller than the handoﬀ duration
X

C u;ch ¼ sch þ 2C ch;g þ 2C gf þ 2C fm .

P h ¼ P fL < X g.

C msctp
¼
BU

ð14Þ

ð15Þ

In this case the packet service time at the correspondent host sch, is zero since the transport layer endpoint costs are not included, and all the
intermediate packet processing costs 2sh, 2sf, 2sg
are equal to zero. The HA registration cost Cuh, is
the same as in vanilla MIP.
3.4. Packet drop probability
As mentioned in the introduction, the mobileSCTP protocol utilizes a soft-handoﬀ mechanism.
This means that we make the assumption that there
are cells with overlapping coverage that remove the
possibility of complete detachment from the network. This overlapping means that there are no
blackouts due to restricted area coverage, and
blackouts can only happen because of the nature
of the wireless channel. So in our case, packets
may be lost in two cases—due to wireless channel
errors, and during handoﬀ when the MH is still
receiving data in the old address. However, if connectivity is lost with the previous access point, data
packets that were in ﬂight from the CH for this old
destination will be lost. Note that the problem is not
as severe as in hierarchical mobile IP where a fast or
proactive handoﬀ mechanisms have to be used in
order to minimize this problem [22]. In our case,
the old AP continues to be active and still receives
packets while the MH is performing the necessary
steps for registering with the a new network.
We showed in the previous section that the average binding update cost per unit time is C msctp
BU . If we
consider the packet arrival rate as a Poisson process
with average value ka, then the average number of
packet drops per unit time due to binding updates
(registration delay) is
¼ ka C msctp
Dropmsctp
BU
avg

We deﬁne as fL the distribution of the end-to-end
latency. Concerning the disruption time X, it is a
parameter that depends on the mobility management protocol used. In general it can have a ﬁxed
value for a speciﬁc protocol [19]. Therefore, the only
random variable that has to be calculated in Eq.
(18), is that of the network latency LN. We model
the one way network latency distribution fLN, as a
shifted Gamma distribution with probability density
function [23,24]
8
m1
>
< kekt ðktÞ
if t P 0;
fLN ðtÞ ¼
ðm  1Þ!
>
:
0
it t < 0;
and a cumulative distribution function (c.d.f.) of
(
ðktÞm
1  ekt m! if t P 0;
F LN ðtÞ ¼
0
if t < 0.
This distribution has mean m/k, and variance m/k2.
Therefore, by using the previous equations, we can
obtain the packet loss probability due to handoﬀ
Ph. The total packet loss probability for the
mobile-SCTP, MIP, and HMIP protocols, can be
derived by combining the previous equations.
4. Simulation results for elastic traﬃc
In Fig. 3 we show the topology used throughout
our experiments in this section. The values for delay
and bandwidth of the links shown in this ﬁgure,
were set to various values according to the speciﬁc
experiment. The simulation scenario that we used
is the following: initially at time X the MH initiates
an FTP data ﬂow from the correspondent host
(CH). According to the scenario, at time X the

ð16Þ

and so the packet drop probability due to the
latency of binding updates will be
P msctp
¼ C msctp
BU
BU .

ð18Þ

ð17Þ

However, the packet drop probability also
depends on the duration of the disruption time
due to handoﬀ in addition to the previously calcu-

LAN
MH

FA

AP0

LAN
AP1

GFA
AP2

FA

Fig. 3. WLAN topology used for simulations.
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4.1. Evaluating protocol scalability
For evaluating the ability of the protocol to scale
as the number of mobile hosts per subnet is
increased, we performed a series of simulation
experiments. The capacity of the wired links is
l0 Mbps and the delay to 10 ms. Concerning the
wireless 802.1b link we set its eﬀective capacity to
60%. In addition, we use the random waypoint
movement model for setting the movement pattern
of the MHs, that exists in the ns-2 simulator. The
experiments were repeated 100 times for each scenario, that involved the use of speciﬁc number of
mobile hosts per subnet. Fig. 4 presents throughput
results for this set of simulations.
As the number of mobile hosts is increased in the
subnets, contention for the wireless medium is
increased, leading thus to an increase of the packet
loss rate. This phenomenon will lead not only to the
reduction of the actual goodput, or oﬀered load, for
a MH but also to loss of binding updates and even

Throughput per MH (Kbps)

600

Mobile-SCTP offered load
Mobile SCTP offered load with TLG
Hierarchical MIP offered load

500
400
300
200
100
0

5
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15

20

25

30

35

40

45

50

Number of mobile hosts

(a)
5.5

Throughput (Mbps)

MH starts moving away from the ﬁrst AP, at a
speed of 10 m/s, and is heading towards the other
AP (see Fig. 3). MH follows the procedure mentioned earlier in order to notify the CH. At time
Y, contact with the old AP is lost and the MH
can only the new IP. Note that there is a degree of
overlapping of the two neighbor cells which corresponds to a few seconds when a host moves with
speed of 10 m/s.
We made another modiﬁcation to the Mobile IP
implementation in ns-2 simulator [25], so that it supports smooth handoﬀs. Packets are buﬀered in the
old AP during handoﬀ, and they are forwarded to
the new AP upon completion of the MH registration. The smooth handoﬀ principle was proposed
in mobile IP route optimization draft (MIP-RO)
[3]. In this way our comparisons are against current
state of the art MIP approaches. Generally, our simulations were favoring HMIP. This is because this
process has to be done securely [4]: a registration
key is established between a foreign agent and a
mobile host during the registration process. As a
result the whole handoﬀ process is slowing down
because this additional delay. However, we did not
included this delay in the simulations because we
did not have any real life measurement for setting
it. On the other hand SCTP, does not need this kind
of mechanism since it inherently supports a cookiebased mechanism for securing association between
two parties [10].
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Fig. 4. Throughput for diﬀerent handoﬀ management protocols.
(a) Throughput normalized per mobile host and (b) aggregate
throughput.

bigger throughput reduction. That is the reason we
observe an increased in the number of binding
update messages, as the number of mobile hosts is
increase in Fig. 4(a). As a general observation
though, we can say that the load due to the binding
updates to the correspondent host, is less than 1% of
the oﬀered load or actual data rate.
In addition we evaluated how the eﬀect of lazy
binding updates can aﬀect scalability, and the overall performance of the system. Fig. 4(b) presents
results for this part of our simulation. It is interesting to note that while the number of mobile hosts is
increased, the baseline mobile-SCTP protocol suffers from degradation in the overall throughput.
Additional packets were lost in this case, since the
MH with mobile-SCTP, was waiting for the binding
update to reach the CH. However, when we set
Uf = 0.1, which means that the MH notiﬁes the
HA after 10 new registrations, we observe a
throughput improvement. The reason is now that
the MH basically only communicates with the CH
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and occasionally notiﬁes the HA. This result stresses
the signiﬁcance of the binding updates to the HA,
which should be kept to a minimum, unless there
is a need to keep the precise location of the MH
at all times.

cause spurious re-transmissions and even lead to
RTO timeouts. This situation could also happen if
the FA is located far from the MH, adding thus
more to the handoﬀ delay.
5. Simulation results for media ﬂows

4.2. Results for downlink data ﬂows
Data ﬂows on the downlink, pose the most diﬃcult problems since they require some sort of buﬀering in case a MH moves out of the range of its old
AP. Fig. 5 shows how the sequence number progressed when vanilla SCTP was employed under
Mobile IP with a downlink ﬂow present. We can
see indeed from Fig. 5(b) that our system has no
losses, while in Fig. 5(a) even if we used buﬀering
at the old AP and then data were forwarded to
the new AP after the registration phase was ﬁnished.
Even in this case, with buﬀering, we see that registration delay is a problem. Even a small delay can

A relatively diﬀerent network setup was used for
evaluating the performance of mobile-SCTP protocol in heterogeneous wireless networks. We used the
again the ns-2 simulator to evaluate the performance of the handoﬀ algorithm. According to the
simulation scenario, handoﬀ is performed at the
30th second from two heterogeneous links. These
links can be WLAN, GPRS, or UMTS. Link buﬀer
is setup to be 7 packets for GPRS and 20 packets for
UMTS, the propagation delays 300 and 150 ms,
respectively, while the bitrates are 30 Kbps for
GPRS and 384 Kbps for UMTS [26]. For WLAN
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802.11b, the same parameters were set to 20 packets,
10 ms, and 6 Mbps, respectively.
Fig. 6 depicts the case of a vertical handoﬀ from
a GPRS to a UMTS link with the TFRC rate control protocol [27], and mobile-SCTP. Note that the
TFRC protocol is especially engineered for the support of media ﬂows that have low delay and jitter
requirements. However, the performance of a protocol like this, suﬀers from signiﬁcant performance
problems in case of handoﬀs, and the only solution
for fast adaptation to the new link, is an explicit L2
notiﬁcation [26]. However, the mobile-SCTP protocol does not require any explicit handoﬀ notiﬁcation
as TFRC. The result is that the AIMD congestion
control algorithm used by SCTP, adapts faster to
the new link conditions as a handoﬀ from a GPRS
link to a UMTS link takes place.
Now in Fig. 7, we present similar ﬁgures but for
handoﬀ from a fast UMTS link to a slower GPRS.
The situation in this case is diﬀerent since TFRC

90

cannot adapt fast to the new link characteristics
resulting into big number of losses (Fig. 7(a)). However, a window-based AIMD congestion control
algorithm, during handoﬀ results into a reduced
number of losses since its algorithm adapts fast to
the new link. A bunch of losses cause mobile-SCTP
to reduce its rate faster than TFRC. When buﬀering
of in-ﬂight packets is used at the old AP, during
handoﬀ, then TFRC can perform better since is
can eliminate several packet losses (Fig. 8(a)). However, the adaptation to the new link conditions
remains slow, due to the inherent behavior of the
algorithm. When the mobile-SCTP protocol is used,
we can see in Fig. 8(b) that packet losses are also
eliminated and throughput is no throttled back. In
this case we have the best combination where both
packet losses are eliminated and fast rate adaptation
is achieved.
We also evaluated the performance of mobileSCTP during handoﬀs in terms of the experienced

90

Packets send
Packets droped

80

70

60

60

50

50

40

40

30

30

20

20

10

10

0
0

10

20

30

90

40

50

60

(a)

0

70

60

60

50

50

40

40

30

30

20

20

10

10

0
0

10

20

30

40

50

10

20

30

40

50

60

Packets send (UMTS)
Packets droped (UMTS)
Packets send (GPRS)
Packets droped (GPRS)

80

70

(b)

0

90

Packets send
Packets droped

80

Packets send (UMTS)
Packets droped (UMTS)
Packets send (GPRS)
Packets droped (GPRS)

80

70

(a)

1869

60

Fig. 7. Vertical handoﬀ from UMTS to GPRS link. (a) Packet
sequence numbers for TFRC and (b) packet sequence numbers
for mobile-SCTP.

0

(b) 0

10

20

30

40

50

60

Fig. 8. Vertical handoﬀ from UMTS to GPRS link with
buﬀering. (a) Packet sequence numbers for mobile-SCTP and
(b) packet sequence numbers for TFRC.

A. Argyriou, V. Madisetti / Computer Networks 50 (2006) 1860–1871
0.04
0.035
0.03

Jitter (sec)

jitter, since the TFRC protocol has as its primary
objective stable jitter so that media ﬂows can be supported. Fig. 9 presents results for a UMTS to
WLAN handoﬀ experiment. Even though TFRC
suﬀers generally from less jitter, the adaptation to
the experienced jitter in the new link is slow
(Fig. 9(b)). For SCTP however during the handoﬀ,
jitter instantaneously increases and drops fast when
connection with the new link is achieved (Fig. 9(a)).
In Fig. 10(a) we present results for instantaneous jitter for UMTS to GPRS handoﬀ with TFRC. In this
ﬁgure we see that TFRC oﬀers relatively stable jitter. For SCTP however, when it performs a handoﬀ
from a fast WLAN to a slower UMTS, it suﬀers
from jitter for quite some time after the time of
handoﬀ. This is the result of the reliable nature of
the protocol which uses a timer for controlling
retransmission of lost packets during handoﬀ,
similar to TCP.
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Fig. 9. Jitter for handoﬀ experiment with CBR ﬂows from a
UMTS to WLAN 802.11b link. (a) Handoﬀ from UMTS to
WLAN with SCTP and (b) handoﬀ from UMTS to WLAN with
TFRC.

In paper we presented a lightweight protocol for
end-to-end handoﬀ management in heterogeneous
wireless IP-based networks. The protocol is based
on existing enhancements to the stream control
transmission protocol (SCTP), that employs a
soft-handoﬀ mechanism for handoﬀ signaling. Our
simpliﬁed ﬁrst-order models, show the signiﬁcant
overhead that the mobile IP tunneling is introducing
to the overall system performance. Minimization of
binding updates to the home network are key component for the improved protocol performance
when compared with HMIP, since reduced signalling load increases scalability. We also presented
simulation results that for vertical handoﬀ scenarios
between WLAN, UMTS and GPRS networks. Our
results suggest that the AIMD congestion control
algorithm, adapts faster to the new link when handoﬀ from a slow to a fast link takes place (GPRS/
UMTS or UMTS/WLAN). This situation leads to
better bandwidth utilization which is increased even
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more when the soft-handoﬀ mechanism is employed
due to the reduced number of packet losses.
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